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1 Introduction
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2 iDeal
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2.1 Requirements

�(�<�5�1�C�5���5�>�C�E�B�5���D�8�1�D���D�8�5���6�?�<�<�?�G�9�>�7���B�5�A�E�9�B�5�=�5�>�D�C���8�1�F�5���2�5�5�>���=�5�D���2�5�6�?�B�5���E�C�9�>�7���D�8�5���@�1�I�=�5�>�D���3�?�>�>�5�3�D�?�B��

���� Installation: �+�8�5���9�>�C�D�1�<�<�1�D�9�?�>���3�?�>�C�D�9�C�D�C���?�6���D�8�5���6�?�<�<�?�G�9�>�7���C�D�5�@�C��
�M �"�>�C�D�1�<�<���(�B�9�>�D�*�8�?�@���%�1�9�<���.�5�2�������
���?�B���E�@�7�B�1�4�5���D�?���D�8�9�C���F�5�B�C�9�?�>��
�M ���?�>�6�9�7�E�B�5���(�*�%���.�5�2���2�I���3�?�=�@�<�5�D�9�>�7���D�8�5�����9�B�C�D���)�E�>���.�9�J�1�B�4��
�M �"�>�C�D�1�<�<���D�8�5���@�1�I�=�5�>�D���=�?�4�E�<�5���1�C���4�5�C�3�B�9�2�5�4���9�>���D�8�5���(�*�%���.�5�2���������4�=�9�>�9�C�D�B�1�D�?�B��� �E�9�4�5��

���� Licensed B2C module �����/�?�E���=�E�C�D���8�1�F�5���1���<�9�3�5�>�C�5�4�����E�C�9�>�5�C�C���+�?�����?�>�C�E�=�5�B���������������=�?�4�E�<�5���?�>���D�8�5���(�*�%
�.�5�2���4�?�>�7�<�5���9�>���?�B�4�5�B���D�?���E�C�5���D�8�5���@�1�I�=�5�>�D���=�?�4�E�<�5���9�>���I�?�E�B���@�B�?�4�E�3�D�9�?�>���5�>�F�9�B�?�>�=�5�>�D��

��� iDeal account �������1�3�8���2�1�>�;���?�6�6�5�B�C���C�5�F�5�B�1�<���9�������$���@�B�?�4�E�3�D�C���6�?�B���B�5�3�5�9�F�9�>�7���@�1�I�=�5�>�D�C�����+�8�5���@�B�?�4�E�3�D�C���4�9�6�6�5�B���9�>
�@�B�9�3�5���1�>�4���?�@�D�9�?�>�C�����+�8�5���9�������$���@�1�I�=�5�>�D���3�?�>�>�5�3�D�?�B���6�?�B���(�*�%���.�5�2���C�E�@�@�?�B�D�C���D�8�5���6�?�<�<�?�G�9�>�7���9�������$���@�B�?�4�E�3�D�C��
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���� Public IP address �����/�?�E�B���G�5�2�C�9�D�5���=�E�C�D���2�5���B�5�1�3�8�1�2�<�5���6�B�?�=���D�8�5���9�>�D�5�B�>�5�D���?�>���@�?�B�D�����
�����G�8�5�>���E�C�9�>�7���!�+�+�(�����?�B
�@�?�B�D������������G�8�5�>���E�C�9�>�7���!�+�+�(�*�������.�8�5�>���I�?�E���1�B�5���E�C�9�>�7���1���B�?�E�D�5�B�	�6�9�B�5�G�1�<�<���D�8�5���@�?�B�D���=�E�C�D���2�5���1�4�4�5�4���1�>�4���B�?�E�D�5�4
�D�?���I�?�E�B���<�?�3�1�<���9�@���1�4�4�B�5�C�C�����"�>���D�8�5���G�5�2���2�B�?�G�C�5�B���I�?�E���>�5�5�4���D�?���5�>�D�5�B���D�8�5���B�5�1�<���4�?�=�1�9�>���>�1�=�5���?�B���@�E�2�<�9�3���9�@
�1�4�4�B�5�C�C���?�6���D�8�5���(�*�%���.�5�2���G�5�2�C�9�D�5�����<�?�3�1�<�8�?�C�D���G�9�<�<���>�?�D���G�?�B�;�������+�8�9�C���9�C���B�5�A�E�9�B�5�4���6�?�B���"�>�C�D�1�>�D���(�1�I�=�5�>�D
�&�?�D�9�6�9�3�1�D�9�?�>�����C�5�5���D�8�5���"�>�C�D�1�>�D���(�1�I�=�5�>�D���&�?�D�9�6�9�3�1�D�9�?�>���C�5�3�D�9�?�>����

���� Set up pricing in PSM Web �����*�5�D���E�@���@�B�9�3�9�>�7���6�?�B���I�?�E�B���3�E�C�D�?�=�5�B�C���1�>�4���D�8�5�9�B���4�?�3�E�=�5�>�D�C��
�M ���>�1�2�<�5���@�B�9�3�9�>�7���6�?�B���I�?�E�B���4�?�3�E�=�5�>�D���C�����1�>�4���4�5�6�9�>�5���D�8�5���F�?�<�E�=�5���4�9�C�3�?�E�>�D���D�1�2�<�5���6�?�B���D�8�5�=�����B�5�A�E�9�B�5�4���6�?�B

�@�B�9�3�5���3�1�<�3�E�<�1�D�9�?�>�C��
�M ���C�C�9�7�>���D�8�5���@�1�I�=�5�>�D���=�?�4�E�<�5���C�����D�?���D�8�5���1�@�@�B�?�@�B�9�1�D�5���3�?�=�@�1�>�9�5�C
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2.2 Requesting a test account

���5�6�?�B�5�D�8�5�C�8�?�@�?�G�>�5�B�3�1�>�B�5�3�5�9�F�5�9�������$ �@�1�I�=�5�>�D�C�8�5�=�E�C�D�B�5�A�E�5�C�D�1 �D�5�C�D�1�3�3�?�E�>�D�6�B�?�=�8�9�C�2�1�>�;���/�?�E�G�9�<�<
�8�1�F�5�D�?�6�9�B�C�D�3�B�5�1�D�5�1 �D�5�C�D�1�3�3�?�E�>�D���4�?�C�?�=�5�@�1�I�=�5�>�D�C�1�>�4�D�8�5�>�I�?�E�3�1�>�B�5�A�E�5�C�D�1 �@�B�?�4�E�3�D�9�?�>�1�3�3�?�E�>�D���+�8�5
�G�5�2�C�9�D�5�?�6�D�8�5�2�1�>�;�8�1�C�1 �C�5�@�1�B�1�D�5�G�5�2�C�9�D�5�?�6�D�5�>�3�1�<�<�5�4�D�8�5�9�������$ ���1�C�8�2�?�1�B�4�?�B�D�8�5�"�>�D�5�B�>�5�D�#�1�C�C�1���3�1�C�8
�B�5�7�9�C�D�5�B���G�8�5�B�5�D�8�5�C�8�?�@�?�G�>�5�B�3�1�>�<�?�7�9�>�D�?�3�?�>�6�9�7�E�B�5�D�8�5�9�������$ �C�5�D�D�9�>�7�C�1�>�4�C�5�5�D�8�5�@�1�I�=�5�>�D�8�9�C�D�?�B�I���+�8�5
�2�1�>�;���E�C�E�1�<�<�I���?�6�6�5�B�C���1���D�5�C�D���4�1�C�8�2�?�1�B�4���1�>�4���1���@�B�?�4�E�3�D�9�?�>���4�1�C�8�2�?�1�B�4���D�8�1�D���8�1�F�5���4�9�6�6�5�B�5�>�D���,�)�$�C��

�+�8�5�@�B�?�3�5�4�E�B�5�6�?�B�B�5�A�E�5�C�D�9�>�7�1 �D�5�C�D�1�3�3�?�E�>�D�9�C�4�9�6�6�5�B�5�>�D�6�?�B�5�1�3�8�2�1�>�;���D�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�<�?�?�;�?�>�D�8�5
�G�5�2�C�9�D�5�?�6�8�9�C�2�1�>�;�6�?�B�9�>�C�D�B�E�3�D�9�?�>�C���,�C�E�1�<�<�I�D�8�5�C�8�?�@�?�G�>�5�B�3�1�>�B�5�A�E�5�C�D�1 �D�5�C�D�1�3�3�?�E�>�D�F�9�1�1�>�9�>�D�5�B�>�5�D�@�1�7�5
�1�>�4���8�5���G�9�<�<���B�5�3�5�9�F�5���D�8�5���6�?�<�<�?�G�9�>�7���5���=�1�9�<�C��

�K ���?�>�6�9�B�=�1�D�9�?�>���5���=�1�9�<���3�?�>�D�1�9�>�9�>�7���1���<�9�>�;���D�?���D�8�5���9�������$���+�5�C�D�����1�C�8�2�?�1�B�4
�K �(�1�C�C�G�?�B�4���5���=�1�9�<���3�?�>�D�1�9�>�9�>�7���D�8�5���7�5�>�5�B�1�D�5�4���@�1�C�C�G�?�B�4���>�5�5�4�5�4���D�?���<�?�7�9�>���D�?���D�8�5���4�1�C�8�2�?�1�B�4

���6�D�5�B�D�8�5�C�8�?�@�?�G�>�5�B�B�5�3�5�9�F�5�C�2�?�D�8�5���=�1�9�<�C�8�5�3�1�>�<�?�7�9�>�D�?�D�8�5�9�������$ �D�5�C�D�4�1�C�8�2�?�1�B�4�?�6�8�9�C�2�1�>�;���&�5�H�D�8�5�G�9�<�<
�>�5�5�4���D�?���3�?�>�6�9�7�E�B�5���D�8�5���9�������$�����1�C�8�2�?�1�B�4��
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2.3 Configuring the iDEAL test dashboard

���1�3�8�2�1�>�;�8�1�C�8�9�C�?�G�>�4�1�C�8�2�?�1�B�4�D�8�1�D�1�<�<�?�G�C�D�8�5�C�8�?�@�?�G�>�5�B�D�?�=�?�4�9�6�I�8�9�C�9�������$ �1�3�3�?�E�>�D���+�8�5�6�9�B�C�D�D�9�=�5�D�8�5
�C�8�?�@�?�G�>�5�B�<�?�7�C�9�>�D�?�D�8�5�4�1�C�8�2�?�1�B�4�8�5 �G�9�<�<�E�C�E�1�<�<�I�7�? �D�8�B�?�E�7�8�1 �G�9�J�1�B�4���'�> �=�?�C�D�A�E�5�C�D�9�?�>�C�D�8�5�4�5�6�1�E�<�D
�C�5�D�D�9�>�7�C���1�B�5���?�;�����D�8�5�B�5���1�B�5���8�?�G�5�F�5�B���C�?�=�5���C�5�D�D�9�>�7�C���D�8�1�D���C�8�?�E�<�4���2�5���3�8�1�>�7�5�4���6�B�?�=���D�8�5�9�B���4�5�6�1�E�<�D���F�1�<�E�5�C��

���� Payment methods
���� �'�> �D�8�5�4�1�C�8�2�?�1�B�4�D�8�5�B�5�9�C�1 �<�9�>�;�3�1�<�<�5�4Payment methods �9�>�D�8�1�D�=�5�>�E�D�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�1�4�4

�1�>�4���1�3�D�9�F�1�D�5���D�8�5���9�������$���@�1�I�=�5�>�D���=�5�D�8�?�4��

���� SHA-1-IN Signature
���� �'�> �D�8�5�4�1�C�8�2�?�1�B�4�D�8�5�B�5�9�C�1 �<�9�>�;�3�1�<�<�5�4Technical information �1�>�4�?�>�D�8�5�D�1�2�3�1�<�<�5�4Data and origin

verification �D�8�5�B�5�9�C�1 �6�9�5�<�4�3�1�<�<�5�4SHA-1-IN-Signature �D�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�5�>�D�5�B�1 �B�1�>�4�?�=
�C�D�B�9�>�7���?�6���1�D���<�5�1�C�D���������3�8�1�B�1�3�D�5�B�C��

���� �+�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�>�?�D�5�G�8�9�3�8�C�D�B�9�>�7�8�5�8�1�C�5�>�D�5�B�5�4�1�>�4�C�1�F�5�D�8�1�D�C�D�B�9�>�7�2�5�3�1�E�C�5�9�D�>�5�5�4�C�D�?
�2�5���5�>�D�5�B�5�4���1�D���D�8�5���(�*�%�.���9�������$���@�1�I�=�5�>�D���3�?�>�>�5�3�D�?�B���C�5�D�D�9�>�7�C���@�1�7�5���<�1�D�5�B���?�>��

��� SHA-1-OUT Signature
���� �'�> �D�8�5�4�1�C�8�2�?�1�B�4�D�8�5�B�5�9�C�1 �<�9�>�;�3�1�<�<�5�4Technical information �1�>�4�?�>�D�8�5�D�1�2�3�1�<�<�5�4Transaction

feedback �D�8�5�B�5�9�C�1 �6�9�5�<�4�3�1�<�<�5�4SHA-1-OUT Signature �D�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�5�>�D�5�B�1 �B�1�>�4�?�=�C�D�B�9�>�7
�?�6���1�D���<�5�1�C�D���������3�8�1�B�1�3�D�5�B�C��

���� �+�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�>�?�D�5�G�8�9�3�8�C�D�B�9�>�7�8�5�8�1�C�5�>�D�5�B�5�4�1�>�4�C�1�F�5�D�8�1�D�C�D�B�9�>�7�2�5�3�1�E�C�5�9�D�>�5�5�4�C�D�?
�2�5���5�>�D�5�B�5�4���1�D���D�8�5���(�*�%�.���9�������$���@�1�I�=�5�>�D���3�?�>�>�5�3�D�?�B���C�5�D�D�9�>�7�C���@�1�7�5���<�1�D�5�B���?�>��

���� Direct HTTP server-to-server request
���� �'�> �D�8�5�4�1�C�8�2�?�1�B�4�D�8�5�B�5�9�C�1 �<�9�>�;�3�1�<�<�5�4Technical information �1�>�4�?�>�D�8�5�D�1�2�3�1�<�<�5�4Transaction

feedback �D�8�5�B�5�1�B�5�D�G�?�6�9�5�<�4�C�E�>�4�5�B�D�8�5�C�5�3�D�9�?�>�3�1�<�<�5�4URL of the merchant's post payment page
�2�?�D�8�6�9�5�<�4�C�C�8�?�E�<�4�8�1�F�5�D�8�5�C�1�=�5�F�1�<�E�5���+�8�5�,�)�$ �C�8�?�E�<�4�C�D�1�B�D�G�9�D�8�D�8�5�@�E�2�<�9�3�,�)�$ �?�6�D�8�5�G�5�2�C�8�?�@
�C�?localhost �9�C�>�?�D�1�<�<�?�G�5�4�8�5�B�5���"�D���C�F�5�B�I�9�=�@�?�B�D�1�>�D�D�8�1�D�D�8�5�9�>�6�?�9�>�D�8�5�D�G�?�6�9�5�<�4�C�9�C�3�?�B�B�5�3�D
�?�D�8�5�B�G�9�C�5���D�8�5���G�5�2�C�8�?�@���G�9�<�<���>�?�D���B�5�3�5�9�F�5���1�>�I���@�1�I�=�5�>�D���>�?�D�9�6�9�3�1�D�9�?�>�C��

���� �+�8�5 �,�)�$ �C�8�?�E�<�4 �6�?�<�<�?�G�D�8�9�C �6�?�B�=�1�D�� �8�D�D�@���	�	���(�,���$�"���0�.�����0�������)���*�*���	
�C�9�D�5���@�8�@���=�?�4�E�<�5���9�4�5�1�<�0�;�1�C�C�1���6�?�B�=�9�4���9�4�5�1�<�0�;�1�C�C�1�0�@�?�C�D�0�@�1�I�=�5�>�D�0�6�?�B�=

���� ���H�1�=�@�<�5�� �8�D�D�@���	�	�G�G�G���=�I�G�5�2�C�8�?�@���3�?�=�	
�C�9�D�5���@�8�@���=�?�4�E�<�5���9�4�5�1�<�0�;�1�C�C�1���6�?�B�=�9�4���9�4�5�1�<�0�;�1�C�C�1�0�@�?�C�D�0�@�1�I�=�5�>�D�0�6�?�B�=

��� �"�6���(�*�%���.�5�2���9�C���C�5�D�E�@���E�C�9�>�7���8�D�D�@�C���I�?�E���C�8�?�E�<�4���E�C�5���8�D�D�@�C���9�>���D�8�5���,�)�$���6�9�5�<�4�C���1�2�?�F�5

���� Timing of request
���� �+�8�5�?�@�D�9�?�>Online but switch to a deferred request in intervals when the online requests fail

�C�8�?�E�<�4���2�5���C�5�<�5�3�D�5�4.

���� HTTP request for status changes
���� �"�> �D�8�5�C�1�=�5�<�?�3�1�D�9�?�>�1�C�=�5�>�D�9�?�>�5�4�9�>������ �D�8�5�B�5�9�C�1 �,�)�$ �6�9�5�<�4�E�>�4�5�B�D�8�5�C�5�3�D�9�?�>�3�1�<�<�5�4HTTP

request for status change �D�8�5���F�1�<�E�5���8�5�B�5���C�8�?�E�<�4���2�5���D�8�5���C�1�=�5���F�1�<�E�5���1�C���=�5�>�D�9�?�>�5�4���9�>������������
���� Timing of the request

���� �+�8�5���?�@�D�9�?�>For each offline status change(payment, cancellation...) �C�8�?�E�<�4���2�5���C�5�<�5�3�D�5�4��

���6�D�5�B�1�<�<�D�8�?�C�5�C�5�D�D�9�>�7�C�1�B�5�=�1�4�5�D�8�5�<�1�C�D�D�8�9�>�7�D�8�5�C�8�?�@�?�G�>�5�B�C�8�?�E�<�4�4�?�?�>�D�8�5�4�1�C�8�2�?�1�B�4�9�C�1�3�D�9�F�1�D�5�D�8�5�D�5�C�D
�1�3�3�?�E�>�D���(�<�5�1�C�5�>�?�D�5�8�5�C�8�?�E�<�4�>�?�D�1�3�D�9�F�1�D�5�?�B�3�B�5�1�D�5�1 �@�B�?�4�E�3�D�9�?�>�1�3�3�?�E�>�D�1�D�D�8�9�C�C�D�1�7�5�2�E�D�8�5�C�8�?�E�<�4�1�3�D�9�F�1�D�5
�D�8�5���D�5�C�D���1�3�3�?�E�>�D��
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2.4 Configuring the iDeal module

���6�D�5�B���D�8�5���9�>�C�D�1�<�<�1�D�9�?�>���?�6���1���@�1�I�=�5�>�D���=�?�4�E�<�5���I�?�E���G�9�<�<���>�5�5�4���D�?���3�?�>�6�9�7�E�B�5���9�D�����+�?���3�?�>�6�9�7�E�B�5���D�8�5���=�?�4�E�<�5��

���� �$�1�E�>�3�8���I�?�E�B���G�5�2���2�B�?�G�C�5�B���1�>�4���<�?�7���9�>���D�?���(�*�%���.�5�2���E�C�9�>�7���1�>���1�4�=�9�>�9�C�D�B�1�D�?�B���1�3�3�?�E�>�D��
���� �*�5�<�5�3�DSettings �9�>���D�8�5���=�5�>�E���2�1�B��
��� ���<�9�3�;Overview �9�>���D�8�5Modules �C�5�3�D�9�?�>����Settings �C�9�4�5���=�5�>�E�������+�8�5Modules Overview �@�1�7�5���9�C���C�8�?�G�>��
���� ���<�9�3�;���D�8�5���@�<�E�C���C�I�=�2�?�<���>�5�H�D���D�?���D�8�5Payment Modules �7�B�?�E�@���D�?���F�9�5�G���D�8�5���9�>�C�D�1�<�<�5�4���@�1�I�=�5�>�D���=�?�4�E�<�5�C��
���� ���<�9�3�;PayPal Standard �D�?���F�9�5�G���D�8�5���C�5�D�D�9�>�7�C���?�6���D�8�5���=�?�4�E�<�5��
���� ���<�9�3�;Edit. �+�8�5Edit Properties �@�1�7�5���1�@�@�5�1�B�C��

Edit properties pages

���� �+�8�5���6�?�<�<�?�G�9�>�7���3�?�>�6�9�7�E�1�D�9�?�>���?�@�D�9�?�>�C���=�E�C�D���2�5���3�?�>�6�9�7�E�B�5�4��
�M Environment

���� �)�1�4�9�?���7�B�?�E�@���6�9�5�<�4���G�9�D�8���D�8�5���6�?�<�<�?�G�9�>�7���?�@�D�9�?�>�C
���� Test �E�C�5�D�8�9�C�C�5�D�D�9�>�7�6�?�B�D�5�C�D�9�>�7�D�8�5�,�)�$ �?�6�D�8�5Payment Test Server URL �6�9�5�<�4�G�9�<�<�2�5

�E�C�5�4��
���� Production �E�C�5�D�8�9�C�C�5�D�D�9�>�7�6�?�B�@�B�?�4�E�3�D�9�?�>�D�8�5�,�)�$ �?�6�D�8�5Payment Production Server

URL �6�9�5�<�4���G�9�<�<���2�5���E�C�5�4��

�M iDEAL Cash Register
���� �(�E�<�<�4�?�G�>���6�9�5�<�4���G�9�D�8���D�8�5���6�?�<�<�?�G�9�>�7���F�1�<�E�5�C

���� Other �1�<�<�?�G�C���D�8�5���E�C�5�B���D�?���5�>�D�5�B���8�9�C���?�G�>���@�B�?�4�E�3�D�9�?�>���1�>�4���D�5�C�D���,�)�$�C
���� ABN Amro
��� Rabobank
���� Neos
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���� TWYP

�M Payment Production Server URL�� ���5�6�1�E�<�D�F�1�<�E�5�9�C�4�5�D�5�B�=�9�>�5�4�2�I �D�8�5�C�5�<�5�3�D�5�4iDEAL Cash Register
�D�8�9�C���F�1�<�E�5���9�C���E�C�5�4���G�8�5�>Environment �9�C���C�5�D���D�?Production

�M Payment Test Server URL�� ���5�6�1�E�<�D�F�1�<�E�5�9�C�4�5�D�5�B�=�9�>�5�4�2�I �D�8�5�C�5�<�5�3�D�5�4iDEAL Cash Register �D�8�9�C
�F�1�<�E�5���9�C���E�C�5�4���G�8�5�>Environment �9�C���C�5�D���D�?Test

�M SHA-1-IN signature �� �-�1�<�E�5�C�8�?�E�<�4�2�5 �D�8�5�C�1�=�5�1�C�D�8�5�F�1�<�E�5�D�8�1�D�9�C�5�>�D�5�B�5�4�9�>�D�8�5�9�������$
�4�1�C�8�2�?�1�B�4�?�6�D�8�5�2�1�>�;���+�8�5�1�3�D�E�1�<�F�1�<�E�5�4�?�5�C�>���D�=�1�D�D�5�B���=�?�C�D�2�1�>�;�C�B�5�A�E�9�B�5�D�8�5�F�1�<�E�5�D�?�2�5�1�D
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